
Basic Network Security with m0n0wall in the SMB –By Phil Vogler NCS Idaho 

 

Here are some of the basic firewall rules I use when deploying a m0n0wall in a small business ( 5 to 50 

users) 

 

Basic LAN security, these rules stop spam bots and DNS HiJajck. Thes must be applied to the Wireless 

interface as well.  In source check mark the “not” option and enter the IP of your internal Mail and DNS 

server. The internal DNS server should have Open DNS in in the forwarders 

 

Home use, no internal servers, m0n0wall must be set as the DNS server with Open DNS as the forward 

 

 

 

 

 

 



 

Make sure to check the DNS re-bind option under the Wan settingsDo this as well at Open DNS

 

 

Do this as well in your Open DNS Account 

 

 

Also check the Adware setting in the Open DNS filtering settings.  

Add these to the blocked Domains in the filtering settings at in Open DNS 

It is a short list but it is a start 

adtechus.com   

advertising.com   

burstnet.com   



creative.ak.facebook.com   

doubleclick.net   

eyewonder.com   

ifstmedia.com   

linksynergy.com   

media6degrees.com   

questionmarket.com   

yieldmanager.com 

 

 


